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Introduction 
 The World Marrow Donor Association (WMDA) community maintains a uniquely large and 
diverse genetic dataset. Ever since the WMDA started maintaining this unique dataset, one of the main 
focusses has always been to treat this highly sensitive data as careful as possible.  

WMDA’s dataset brings great opportunities to save lives; however, in the current society it brings 
even bigger responsibilities due to the increasing interest in medical and genetic information by 
cybercriminals. Privacy regulators are responding to this interest by applying increasing restrictions to 
better protect private data, giving an increased difficulty for members to keep an oversight of all 
regulations. An example is the General Data Protection Regulation (GDPR) of 2018 all EU member states 
are bound by. 

To support the membership, the WMDA Security and Privacy Committee (WMDA-SPC) organised 
a workshop for all members during the online WMDA semi-annual meeting in June 2020. This workshop 
aimed to give the membership a roadmap to comply with all data privacy regulations and keep data as 
safe as possible. 

Data protection workshop 
The WMDA data security workshop was planned as part of the semi-annual WMDA membership 

meeting. Unfortunately, COVID-19 made it impossible to hold a physical WMDA membership meeting. 
This made it difficult to give a qualitative workshop on data security as online webinars make it 
significantly harder to interact with the audience. 

In order to still organise a highly qualitative data security workshop, the WMDA went above and 
beyond to reorganise its semi-annual membership meeting in a virtual way, where the easy accessibility 
of interaction during the workshop was maintained. The workshop consisted out of two parts.  

 
First part being a plenary part with key information on data security and the presentation of the 

novel Data Security Peer Consultation Programme, followed by an explanation on the importance of this 
roadmap to protect the highly sensitive data of the WMDA members. During this plenary part, 
participants had the opportunity to send questions to one central moderator. This made sure that this 
part with all the key information was not interrupted, and all questions could be answered at an 
appropriate timing. The ability to ask questions even during the presentation caused an increased 
participation and made that the amount of questions asked were on par with previous meetings. 

 
During the second part, participants could give their opinion on the proposed Data Security Peer 

Consultation Programme, share their concerns on the newly presented programme, and indicate 
whether they supported this programme or not and why they did so. This valuable feedback could then 
be used to improve the Data Security Peer Consultation Programme.   
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Workshop contents 
Importance Data Security Peer Consultation Programme 

The main purpose of the data security workshop was to introduce and get the WMDA members 
familiar with the Data Security Peer Consultation Programme. The programme is set up as a community 
effort to raise the compliance bar by helping each other. The key to a successful community effort is for 
the membership to have the ability to effortlessly give their opinion on the programme. The community 
input makes that the programme is easily accessible for all members, as members can give feedback if 
something is not well implementable. The membership input prevents the chance of regulations being 
overlooked significantly. 

 
Registries’ and WMDA’s primary goal are to help patients find a suitable donor and with this 

comes the obligation to protect the privacy of its donors. With more and more donors becoming 
available, registries should weigh risks of potential privacy violations, while the community as a whole 
should take efforts towards continuously improving privacy security and protection. 

 
To increase the consciousness around privacy security and protection, WMDA initiated the Data 

Security Peer Consultation Programme. In contrast to an audit, the idea of a peer consultation review is 
to regularly (self-)assess the status of a registry with regards to best practice, relevant regulations and 
standards in comparison to others on the one hand and the community needs as a whole on the other. 
In addition, a regular review by peers will enhance learning from experience and the adoption of best 
practices. This way the bar will be raised naturally by mutually beneficial cooperation. 

 
The Data Security Peer Consultation Programme aims to complement the WMDA accreditation 

programme with individual privacy rights. As not all WMDA member organisations are WMDA accredited 
yet, the peer consultation tool is a tool that registries can use that are not WMDA accredited. The Data 
Security Peer Consultation Programme helps non-WMDA accredited organisations to cope with the data 
security regulations. 
 

Implementation of the Data Security Peer Consultation 
Programme 

The WMDA-Security Privacy Committee developed a questionnaire (Appendix 1) based on current 
best practices and applicable regulations. The scope of the questionnaire is limited to the following 
regulations, but continues to improve and comply with even more regulations:  

• General Data protection Regulation 2016/2017 (EU) (https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e40-1-1) 

• USA various state, national and sector privacy laws  (https://iclg.com/practice-areas/data-
protection-laws-and-regulations/usa) 

• The Australian Privacy Act (https://www.oaic.gov.au/privacy/the-privacy-act/) 
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As the regulations named above are known complete regulation, most other local regulations might be 
largely compatible. Please note that US Law does not have a harmonized federal privacy law, so that 
sector laws and state laws as applicable must be considered. Each question in the questionnaire will be 
related to parts of the regulations which are in scope. Members may help upgrading the questionnaire 
by adding their own applicable regulations.  

In order to keep for members up to date with the ever-changing regulations, members should 
complete or review the questionnaire once per year and have it reviewed by a peer member upon 
completion and whenever updates are files. The peer member may ask for evidence and will discuss its 
findings with the member under review. Preferably the reviewing member should be invited by its peer 
to assess its findings on-site to enhance the learning process, the costs of which should be borne by the 
registry under review. Typically, the review process should not be considered as an audit, but merely as a 
consultation process. The reviewer cannot be consulted by third parties or held liable in any way: each 
registry is responsible and held accountable for its own responses. 

The review should be filed at the WMDA share website in the registry’s file, accessible for WMDA 
members and should be updated whenever a registry deems it appropriate in view of upgrades of its 
status. Each third year a different registry will review the questionnaire and reviewed registries should 
not assess the reviewing registry within the 3-year time frame. In addition, registries can only be 
reviewed by registries which already underwent a review themselves. In the event that the registry 
already undergoes an independent, third party, comprehensive evaluation of the registry’s compliance 
to applicable security and privacy regulations, that registry can supply an overview of the assessment 
methodology and results. In those cases, the registry will not be required to reperform the same control 
assessment with a peer registry. 

Feedback Data Security Peer Consultation Programme 
after the workshop 

The second part of the workshop consisted of a discussion on the newly presented 
questionnaire. A vast majority of the 50 participants showed support for the Data Security Peer 
Consultation Programme as a complement to the already existing WMDA standards. Some members did 
indicate that they would also be happy to see this questionnaire being added to the WMDA standards in 
the long run and be a requirement for the WMDA accreditation in order to increase the membership’s 
data security and quality. This is something the WMDA will keep in mind as it continues to develop and 
improve the Data Security Peer Consultation Programme.  

 
For 2021 the template form will be expanded to include transplant centres and donor centres as 

well, so that these organisations can also be reviewed.  
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Webpage with workshop materials 
To assist the membership with complying with data privacy standards, the WMDA started 

hosting a designated page featuring the information and questionnaire from the June 2020 workshop 
(screenshots of the webpages in Appendix 2, https://share.wmda.info/x/bpGbEw). The page gives a clear 
overview on the different data privacy standards processed in the Data Security Peer Consultation 
Programme and why it is important to comply with these. The page exists out of 4 pillars. 

 
The first pillar describes the importance of the GDPR the EU is using and what WMDA members 

have to do in order to comply with this regulation. It summarizes all necessary actions to comply with the 
GDPR and gives examples on how other organisations made sure to comply with the GDPR. The first 
pillar also states common misconceptions about sensitive donor information and why these statements 
are invalid. 

 
The second pillar stresses the importance of a mandatory Data Protection Officer for every 

accredited registry. It explains why a Data Protection Officer is mandatory for every accredited registry, 
which specifications a Data Protection Officer should meet, and what the position of a Data Protection 
Officer should be inside an organisation. 

 
The third pillar explains all WMDA member organisations have to sign two data use agreements, 

links to the respective agreements, and links to a page with an overview of registries that have signed 
the data use agreements already. One agreement is for the exchange of data with WMDA, and a second 
agreement is for the exchange of data with other WMDA member organisations.  

 
The fourth pillar stresses the requirement of a Written Information Security Policy (WISP) for 

WMDA accredited member organisations. To help member organisations set up a WISP, the fourth pillar 
links to several examples of other WMDA members to use as a template. 
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Appendix 1: Peer Review Questionnaire 

REGISTRY NAME: ……………………….. 

ION : ………………………….. 

The registry holds the following accreditations: 

o WMDA accreditation 

o ISO 27001 or ISO 27018 

o ………………………………… (local accreditation), related to ISO 27001 or ISO 27018 

 

# Subject Check if 

compliant 

GDPR AU 

Privacy 

Act 

US DPR 

 

1 Subject Consent  II   

1.1. Does the registry have adequate procedures in place to ask, store and retrieve 
consent from donors from who it collects personal information and for who it acts in 

the capacity of data controller? 

o II.7  §164.502 

1.2. In case the registry acts as a co-controller for the collection of patient data: does it 
have adequate procedures in place to ask, store and retrieve consent from patients 
or the assurance that the transplant centre obtains, stores and retrieves such 

consent? 

o II.7 APP 11 §164.502 

1.4. Does the donor’s consent encompass portability to other registries and WMDA to 
allow matching with patients? 

o III.20 APP 8 §164.502 

1.5. Is all collected information sufficiently specified and explained in the registry’s 
consent forms? 

o II.9 APP 1 §164.502 
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# Subject Check if 

compliant 

GDPR AU 

Privacy 

Act 

US DPR 

 

1.6. Does the registry’s state law allow exemption for medical and/or other sensitive 
data collected? 

o II.9.2a APP 8 §164.502 

2 Information and access to personal data  III.S2   

2.1. Does the registry have procedures in place to confirm the collection of personal data 

at the time when personal data are obtained and does such confirmation include: 

• contact details of the registry 

• the purpose of the processing for which the personal data are intended and 
other details provided in the donor or patient’s consent or a reference to 
that consent 

• details about the period for which the data are stored 

• the right to access or erase personal data 

• the right to lodge a complaint with a supervisory authority 

o III.13.1 APP 10  

2.2. Does the registry have procedures in place to provide access to personal data to 
donors within one month after receipt of a request thereto? 

o III.15 APP 12 45 CFR 164.524 

3 Rectification and erasure of personal data  III.S3   

3.1. Does the registry have procedures in place for donors to rectify personal 
information, either by direct access or a request? 

o III.16 APP 13 NA 

3.2. Does the registry have procedures in place to erase personal data or anonymize 

donor records in such way that the donor can no longer be identified at the donor’s 
request?  

o III.17 APP 1 NA 
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# Subject Check if 

compliant 

GDPR AU 

Privacy 

Act 

US DPR 

 

3.3. Does the registry have procedures in place to erase personal data or anonymize 
donor records in such way that the donor can no longer be identified when the 

donor  no longer fulfils the criteria for being registered? 

o III.18 APP 1 NA 

3.4. In case of the action described under 3.3.: does the donor receive notification of the 
erasure? 

o III.19 APP 10 NA 

4 Data processing responsibilities  IV.S1   

4.1. Does the registry have data processing agreements or co-controlling arrangements 

in place with and of the following third parties to whom personal or pseudonymized 
data is provided: 

• WMDA 

• Donor centres whose donors are requested on behalf of local transplant 
centres 

• Transplant centres 

o IV.24 

IV.26 

IV.28 

APP 8 §164.502(e)(1)(ii) 

4.2. Does the registry comply with requirements for controllers or processors outside the 
European Union? 

o IV.27 APP 8  

5 Data security and data breach provisions  IV.S2   

5.1. Does the registry have a written information security policy in place? o    

5.2. Does the registry have adequate security measures in place to protect personal data, 
to include but not limited to: 

• Regular penetration testing and a record of remedial action based on the 
findings of such testing 

o IV.32 APP 11 §164.308 

§164.310 
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# Subject Check if 

compliant 

GDPR AU 

Privacy 

Act 

US DPR 

 

§164.312 

5.3. Is a procedure in place to notify the supervisory authority or the data controller in 
case of a personal data breach within the limits as the regulations or the data 

processing agreements require? 

o IV.33 APP 11 § 164.410(a)(1) 

5.4. Is a procedure in place to notify the donor in case of a personal data breach within 
the limits as the regulations or the data processing agreements require? 

o IV.34 APP 11 § 164.410 - 414 

 

5.5. Does the registry have examples of such notifications and can it demonstrate 
compliance with the regulations in these cases? 

o IV.33 

IV.34 

APP 11 ? 

6 Data protection impact assessment  IV.S3   

6.1. Does the registry have procedures in place to assess and classify security risks, 
including but not limited to: 

• Environmental incidents, acts of God 

• Hardware failure 

• Physical access to data 

o IV.35 APP 11 §164.308(a)(1)(ii)(A) 

6.2. Does the registry have adequate backup procedures, to include: 

• data mirroring to prevent interruption of operations in case of hardware 
failure 

• complete recovery of the systems environment for a limited period 

• procedures to restore data and testing thereof 

• interval backup’s 

o IV.35 APP 11 §164.308(a)(7)(ii)(A) 
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# Subject Check if 

compliant 

GDPR AU 

Privacy 

Act 

US DPR 

 

7 Data Protection Officer  IV.S4   

7.1. Did the registry appoint a Data Protection Officer in compliance with local 
regulations? 

o IV.37 APP 1 45 CFR 164.308 

 

This questionnaire is reviewed by: ………………………………… (Registry name), …………………………….. (ION number) 

The reviewing registry has been able to properly review the registry assessment and declares that its findings are compliant with it. 

<Place>, <Date> 

Signed on behalf of the reviewed registry     Signed on behalf of the reviewing registry 
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Appendix 2: Webpage with workshop materials 
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Webpage with workshop materials – continued 
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Webpage with workshop materials - continued 
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GDPR Ready Donor consent agree template 
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GDPR ready website privacy policy for donors: https://www.anthonynolan.org/privacy-policy 

Explanation provided by WMDA 
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WISP Australian Registry 
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WISP Australian University 
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Example of NMDP 
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Example of ZKRD 
 

 
 


