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Introduction

The World Marrow Donor Association (WMDA) community maintains a uniquely large and
diverse genetic dataset. Ever since the WMDA started maintaining this unique dataset, one of the main
focusses has always been to treat this highly sensitive data as careful as possible.

WMDA'’s dataset brings great opportunities to save lives; however, in the current society it brings
even bigger responsibilities due to the increasing interest in medical and genetic information by
cybercriminals. Privacy regulators are responding to this interest by applying increasing restrictions to
better protect private data, giving an increased difficulty for members to keep an oversight of all
regulations. An example is the General Data Protection Regulation (GDPR) of 2018 all EU member states
are bound by.

To support the membership, the WMDA Security and Privacy Committee (WMDA-SPC) organised
a workshop for all members during the online WMDA semi-annual meeting in June 2020. This workshop
aimed to give the membership a roadmap to comply with all data privacy regulations and keep data as
safe as possible.

Data protection workshop

The WMDA data security workshop was planned as part of the semi-annual WMDA membership
meeting. Unfortunately, COVID-19 made it impossible to hold a physical WMDA membership meeting.
This made it difficult to give a qualitative workshop on data security as online webinars make it
significantly harder to interact with the audience.

In order to still organise a highly qualitative data security workshop, the WMDA went above and
beyond to reorganise its semi-annual membership meeting in a virtual way, where the easy accessibility
of interaction during the workshop was maintained. The workshop consisted out of two parts.

First part being a plenary part with key information on data security and the presentation of the
novel Data Security Peer Consultation Programme, followed by an explanation on the importance of this
roadmap to protect the highly sensitive data of the WMDA members. During this plenary part,
participants had the opportunity to send questions to one central moderator. This made sure that this
part with all the key information was not interrupted, and all questions could be answered at an
appropriate timing. The ability to ask questions even during the presentation caused an increased
participation and made that the amount of questions asked were on par with previous meetings.

During the second part, participants could give their opinion on the proposed Data Security Peer
Consultation Programme, share their concerns on the newly presented programme, and indicate
whether they supported this programme or not and why they did so. This valuable feedback could then
be used to improve the Data Security Peer Consultation Programme.
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Workshop contents

Importance Data Security Peer Consultation Programme

The main purpose of the data security workshop was to introduce and get the WMDA members
familiar with the Data Security Peer Consultation Programme. The programme is set up as a community
effort to raise the compliance bar by helping each other. The key to a successful community effort is for
the membership to have the ability to effortlessly give their opinion on the programme. The community
input makes that the programme is easily accessible for all members, as members can give feedback if
something is not well implementable. The membership input prevents the chance of regulations being
overlooked significantly.

Registries’ and WMDA'’s primary goal are to help patients find a suitable donor and with this
comes the obligation to protect the privacy of its donors. With more and more donors becoming
available, registries should weigh risks of potential privacy violations, while the community as a whole
should take efforts towards continuously improving privacy security and protection.

To increase the consciousness around privacy security and protection, WMDA initiated the Data
Security Peer Consultation Programme. In contrast to an audit, the idea of a peer consultation review is
to regularly (self-)assess the status of a registry with regards to best practice, relevant regulations and
standards in comparison to others on the one hand and the community needs as a whole on the other.
In addition, a regular review by peers will enhance learning from experience and the adoption of best
practices. This way the bar will be raised naturally by mutually beneficial cooperation.

The Data Security Peer Consultation Programme aims to complement the WMDA accreditation
programme with individual privacy rights. As not all WMDA member organisations are WMDA accredited
yet, the peer consultation tool is a tool that registries can use that are not WMDA accredited. The Data
Security Peer Consultation Programme helps non-WMDA accredited organisations to cope with the data
security regulations.

Implementation of the Data Security Peer Consultation
Programme

The WMDA-Security Privacy Committee developed a questionnaire (Appendix 1) based on current
best practices and applicable regulations. The scope of the questionnaire is limited to the following
regulations, but continues to improve and comply with even more regulations:

e General Data protection Regulation 2016/2017 (EU) (https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=EN#d1e40-1-1)

e USA various state, national and sector privacy laws (https://iclg.com/practice-areas/data-
protection-laws-and-regulations/usa)

e The Australian Privacy Act (https://www.oaic.gov.au/privacy/the-privacy-act/)
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As the regulations named above are known complete regulation, most other local regulations might be
largely compatible. Please note that US Law does not have a harmonized federal privacy law, so that
sector laws and state laws as applicable must be considered. Each question in the questionnaire will be
related to parts of the regulations which are in scope. Members may help upgrading the questionnaire
by adding their own applicable regulations.

In order to keep for members up to date with the ever-changing regulations, members should
complete or review the questionnaire once per year and have it reviewed by a peer member upon
completion and whenever updates are files. The peer member may ask for evidence and will discuss its
findings with the member under review. Preferably the reviewing member should be invited by its peer
to assess its findings on-site to enhance the learning process, the costs of which should be borne by the
registry under review. Typically, the review process should not be considered as an audit, but merely as a
consultation process. The reviewer cannot be consulted by third parties or held liable in any way: each
registry is responsible and held accountable for its own responses.

The review should be filed at the WMDA share website in the registry’s file, accessible for WMDA
members and should be updated whenever a registry deems it appropriate in view of upgrades of its
status. Each third year a different registry will review the questionnaire and reviewed registries should
not assess the reviewing registry within the 3-year time frame. In addition, registries can only be
reviewed by registries which already underwent a review themselves. In the event that the registry
already undergoes an independent, third party, comprehensive evaluation of the registry’s compliance
to applicable security and privacy regulations, that registry can supply an overview of the assessment
methodology and results. In those cases, the registry will not be required to reperform the same control
assessment with a peer registry.

Feedback Data Security Peer Consultation Programme
after the workshop

The second part of the workshop consisted of a discussion on the newly presented
guestionnaire. A vast majority of the 50 participants showed support for the Data Security Peer
Consultation Programme as a complement to the already existing WMDA standards. Some members did
indicate that they would also be happy to see this questionnaire being added to the WMDA standards in
the long run and be a requirement for the WMDA accreditation in order to increase the membership’s
data security and quality. This is something the WMDA will keep in mind as it continues to develop and
improve the Data Security Peer Consultation Programme.

For 2021 the template form will be expanded to include transplant centres and donor centres as
well, so that these organisations can also be reviewed.
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Webpage with workshop materials

To assist the membership with complying with data privacy standards, the WMDA started
hosting a designated page featuring the information and questionnaire from the June 2020 workshop
(screenshots of the webpages in Appendix 2, https://share.wmda.info/x/bpGbEw). The page gives a clear
overview on the different data privacy standards processed in the Data Security Peer Consultation
Programme and why it is important to comply with these. The page exists out of 4 pillars.

The first pillar describes the importance of the GDPR the EU is using and what WMDA members
have to do in order to comply with this regulation. It summarizes all necessary actions to comply with the
GDPR and gives examples on how other organisations made sure to comply with the GDPR. The first
pillar also states common misconceptions about sensitive donor information and why these statements
are invalid.

The second pillar stresses the importance of a mandatory Data Protection Officer for every
accredited registry. It explains why a Data Protection Officer is mandatory for every accredited registry,
which specifications a Data Protection Officer should meet, and what the position of a Data Protection
Officer should be inside an organisation.

The third pillar explains all WMDA member organisations have to sign two data use agreements,
links to the respective agreements, and links to a page with an overview of registries that have signed
the data use agreements already. One agreement is for the exchange of data with WMDA, and a second
agreement is for the exchange of data with other WMDA member organisations.

The fourth pillar stresses the requirement of a Written Information Security Policy (WISP) for
WMDA accredited member organisations. To help member organisations set up a WISP, the fourth pillar
links to several examples of other WMDA members to use as a template.
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D4.1
Appendix 1: Peer Review Questionnaire
REGISTRY NAME: .ccveeevereeereeeierennns
ION e
The registry holds the following accreditations:
o WMDA accreditation
0 1S0 27001 or ISO 27018
Lo T USUSUU (local accreditation), related to ISO 27001 or ISO 27018
# Subject Check if GDPR AU US DPR
compliant Privacy
Act
1 Subject Consent Il
1.1. | Does the registry have adequate procedures in place to ask, store and retrieve o 1.7 §164.502
consent from donors from who it collects personal information and for who it acts in
the capacity of data controller?
1.2. | In case the registry acts as a co-controller for the collection of patient data: does it o 1.7 APP 11 §164.502
have adequate procedures in place to ask, store and retrieve consent from patients
or the assurance that the transplant centre obtains, stores and retrieves such
consent?
1.4. | Does the donor’s consent encompass portability to other registries and WMDA to o 111.20 APP 8 §164.502
allow matching with patients?
1.5. | Is all collected information sufficiently specified and explained in the registry’s o 1.9 APP 1 §164.502

consent forms?
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# Subject Check if GDPR AU US DPR
compliant Privacy
Act
1.6. | Does the registry’s state law allow exemption for medical and/or other sensitive o 11.9.2a APP 8 §164.502
data collected?
2 Information and access to personal data 111.52
2.1. | Does the registry have procedures in place to confirm the collection of personal data | o 1.13.1 APP 10
at the time when personal data are obtained and does such confirmation include:
e contact details of the registry
e the purpose of the processing for which the personal data are intended and
other details provided in the donor or patient’s consent or a reference to
that consent
e details about the period for which the data are stored
e the right to access or erase personal data
e the right to lodge a complaint with a supervisory authority
2.2. | Does the registry have procedures in place to provide access to personal data to o .15 APP 12 45 CFR 164.524
donors within one month after receipt of a request thereto?
3 Rectification and erasure of personal data 111.S3
3.1. | Does the registry have procedures in place for donors to rectify personal o .16 APP 13 NA
information, either by direct access or a request?
3.2. | Does the registry have procedures in place to erase personal data or anonymize o .17 APP 1 NA

donor records in such way that the donor can no longer be identified at the donor’s
request?
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# Subject Check if GDPR AU US DPR
compliant Privacy
Act
3.3. | Does the registry have procedures in place to erase personal data or anonymize o .18 APP 1 NA
donor records in such way that the donor can no longer be identified when the
donor no longer fulfils the criteria for being registered?
3.4. | In case of the action described under 3.3.: does the donor receive notification of the | o 11.19 APP 10 NA
erasure?
4 Data processing responsibilities IV.S1
4.1. | Does the registry have data processing agreements or co-controlling arrangements o V.24 APP 8 §164.502(e)(1)(ii)
in place with and of the following third parties to whom personal or pseudonymized V.26
data is provided: V.28
e WMDA
e Donor centres whose donors are requested on behalf of local transplant
centres
e Transplant centres
4.2. | Does the registry comply with requirements for controllers or processors outside the | o V.27 APP 8
European Union?
5 Data security and data breach provisions IV.S2
5.1. | Does the registry have a written information security policy in place? o
5.2. | Does the registry have adequate security measures in place to protect personal data, | o V.32 APP 11 §164.308
to include but not limited to:
§164.310

e Regular penetration testing and a record of remedial action based on the
findings of such testing
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# Subject Check if GDPR | AU US DPR
compliant Privacy
Act
§164.312
5.3. | Is a procedure in place to notify the supervisory authority or the data controller in o V.33 APP 11 § 164.410(a)(1)
case of a personal data breach within the limits as the regulations or the data
processing agreements require?
5.4. | Is a procedure in place to notify the donor in case of a personal data breach within o V.34 APP 11 §164.410-414
the limits as the regulations or the data processing agreements require?
5.5. | Does the registry have examples of such notifications and can it demonstrate o V.33 APP 11 ?
compliance with the regulations in these cases? V.34
6 Data protection impact assessment IV.S3
6.1. | Does the registry have procedures in place to assess and classify security risks, o IV.35 APP 11 §164.308(a)(1)(ii)(A)
including but not limited to:
e Environmental incidents, acts of God
e Hardware failure
e Physical access to data
6.2. | Does the registry have adequate backup procedures, to include: o IV.35 APP 11 §164.308(a)(7)(ii)(A)

e data mirroring to prevent interruption of operations in case of hardware
failure

e complete recovery of the systems environment for a limited period
e procedures to restore data and testing thereof

e interval backup’s
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# Subject Check if GDPR | AU US DPR
compliant Privacy
Act
7 Data Protection Officer IvV.S4
7.1. | Did the registry appoint a Data Protection Officer in compliance with local o V.37 APP 1 45 CFR 164.308

This questionnaire is reviewed by: ......ccceeoeevvecerceeveniernenee. (Registry Nname), .....cccceeeeeeeeeecreseeeienens

(ION number)

The reviewing registry has been able to properly review the registry assessment and declares that its findings are compliant with it.

<Place>, <Date>

Signed on behalf of the reviewed registry

Signed on behalf of the reviewing registry

10
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Appendix 2: Webpage with workshop materials

Security & Privacy - GDPR

Created by Paulien Kort, last modified by Kiet Foeken just a moment ago

Introduction

As medical and genetic information continues to become more valued by cybercriminals, privacy regulators are responding by applying increasing restrictions on the cybersecurity and
cross-border data export protections applied to personal information. As the WMDA community maintains a uniquely large and diverse genetic dataset, this changing landscape presents
new risks to WMDA member organisations and must be managed closely. To support the membership, cyber risk experts within the WMDA have launched a WMDA Security and Privacy
Committee to aid members in cyber risk education and the practical application of cyber risk best practices. The WMDA Security and Privacy Committee created a questionnaire to help
WMDA members comply with privacy regulations.

European Data Protection Regulation (GDPR)

A new EU privacy law, the General Data Protection Regulation (GDPR), is set to replace the prior EU Data Protection Directive 95/46/ec, effective May 25, 2018. GDPR establishes a
harmonized set of privacy obligations for the “processing” (performance of any “operation” on personal data, for example, collection, organisation, storage, alteration, or use) of the
personal data of European residents. With regard to third party data processing of personal data, GDPR expands significantly upon an organisation’s responsibility for overseeing its third-
party processing activities and sets out specific rules for allocating responsibility between the organization and its third-party data processors. All WMDA member organisations that collect
or process European personal data will likely need to take action.

e GDPR-ready third party data processing contract clauses
e GDPR-ready donor consent agreement template

e GDPR-ready website privacy policy for donors

e GDPR readiness assessment tracking tool

11
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Webpage with workshop materials — continued

Top Misunderstandings of the General Data Protection Regulation (GDPR)
v 1. My registry is located outside of the European Union. GDPR does not apply.

Fact - GDPR applies to any organization that receives personal information of a European resident, no matter where the organization is located or where the European resident is located.
Since stem cell supply chains traverse the globe, it is likely that all registries accepting European donors are processing personal data of European residents and impacted by GDPR.

v 2. My registry doesn't collect personal data from any European resident. GDPR does not apply.

Fact - One major change of the new GDPR from the previous EU Privacy Directive is the obligations it imposes on third party and foreign data processors. While the expanded donor
consent requirements are limited to the registries that directly collect personal information and biological sample from the donor, foreign registries will need to meet specific security
requirements (enforced by contract) before the European registry can share their donors’ data. Non-European registries should ensure their able to comply with these requirements to
avoid disruption in their ability to receive EU personal data. Additional data export/import requirements may apply to registries where the European Union has deemed certain countries
to have inadequate privacy laws.

v 3. The personal data my registry receives is de-identified. GDPR does not apply.

Fact - The GDPR has broadly defined Personal Data as "any information relating to an identified or identifiable natural person.” GDPR makes it clear that personal data that is linkable
through one or more factors, such as through a unique Donor ID number, remains within the GDPR jurisdiction. While the donor and patient personal attributes must be minimized
(formally called pseudonimization), the remaining donor record remains linkable. Consequently, registries that receive minimized donor records from European registries are not exempt
from the regulation.

v 4. Hackers don't care about this type of data.

Fact - Hackers are finding new and creative ways to monetize medical information for short-term financial gain or long-term national strategic advantages. The volume and diversity of
the WMDA donor inventory could present a unique opportunity to motivated cyber criminals. The WMDA community is responsible for providing adequate cyber defenses and data
governance to protect the personal information entrusted to us and ensure the long-term sustainability of cross-border cell transplants.

12
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Webpage with workshop materials - continued

Data Protection Officer - DPO

Registries need to develop an internal record keeping requirements, and a DPO appointment will be mandatory only for those controllers and processors whose core activities consist of processing
operations which require regular and systematic monitoring of data subjects on a large scale or of special categories of data or data relating to criminal convictions and offences. Importantly, the DPO:

Must be appointed on the basis of professional qualities and, in particular, expert knowledge on data protection law and practices
May be a staff member or an external service provider

Contact details must be provided to the relevant data protection authorities

Must be provided with appropriate resources to carry out their tasks and maintain their expert knowledge

Must report directly to the highest level of management

Must not carry out any other tasks that could results in a conflict of interest

Listing of international donors and cord blood units - sign two data use agreements

To participate in the international data-exchange of donor data, all WMDA member organisations are obliged to sign two data use agreements. The first data use agreement is for exchange of data with
WMDA, the second data use agreement is for exchange of data with other WMDA member organisations.

Find here the explanation about the agreement to be signed with WMDA.
e Agreement to be signed with WMDA
e Agreement facilitated by WMDA: registry-to-registry agreement

Webpage with an overview of registries that have signed the data use agreement, click here.

Written Information Security Policies

WMDA Standards require that each has implemented a written information security policy (WISP). You can download here examples of WMDA member organisations, that you can use as a template.

Australian draft policy

Example of Australian University

Example of table of contents from different size of registries
Example of NMDP

Example of ZKRD

Data breach - how to inform all WMDA member organisations

WMDA has a distribution list of all Data Protection Officers in WMDA member organisations. You can find the list here.

13
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GDPR Ready Donor consent agree template

1. CHECK OUR JOINING CRITERIA

Bafora complating the form, pleasa chack tha balow
raquiremants for joining tha Anthony Nolan stem coll
ragister:

J You are aged batwean 16 and 30
You woigh over 7st 12bs (50kgs) or have a BMI of
loss than 40

V' You fivein the UK

abla to join th

x You or pn-hnq'hlhpoﬂu.ld
hm-u—-mw
or you may carry thy B or C virus

x anmnnmmn—m
Roigstry, Walsh Marrow Rogistry. DKMS UK
X Vﬂlﬂuhﬂnhﬂ..{dhm
= Cancar

« Cortain i disa:

Epilapsy 'you have baen frea of saizuras
and off medications for apilapsy for tha last 12
months)

othar g =
Schizophrani
Savera allergy to latex or anaesthatic

Sidda call disaase (sickda call trait is accaptabla)
Stroke

Thalassaamia (thalassacmia trait may ba

2. WHAT WE NEED FROM YOU
 Ploasa complete both sidas using a black pen
- Check the appropriate boxes [X]
Whndumywﬂ-l&nmmCWALLmS
Thisisa how you
answer it, wa may need to ask you for a faw more datails.

3. WHAT YOU'RE SIGNING UP TO
ara a fow koy facts we want you to take away.

If you'ra found to ba a match for a patient in nead, you
undarstand that:

« You will need to gva soma blood samplas
Hﬂﬂ 50 wa can confirm tha match.

* You could ba asked to donate in ona of

two ways:

1 90% of people donate stom colls via thair
bloodstream. This maans you'll recave a
four or five day coursa of injections that

stimulata your body to produce stam calls,
which you then donata as an outpatient in
hospital. You may need to take about two
days off to recovar.

* You might ba asked to donate to a patient
who lives anywhara in tha world, but tha
donation will akways take place in tha UK.

* The donation procass will ba h
anonymous to protect you and the patiant.

4. WHAT NEXT?

« You'll stay on the register until you'ra
60, unless you ask for your details to be
removed. It's raally important that wa can
get in touch if you'ra aver found to be a
wwmwpurdﬂslpb

at anthonynolan.org/updata

+ By signing up, you've giving hope to
with

somaona blood cancar. That's

the wondarful thing you might do ona day.

D4.1
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PRIVACY STATEMENT: YOUR INFORMATION IS SAFE WITH US
Your privacy is i dibly i to Anth Nmehisisou' Privacy Statament in regards to joining the
mglmklaysmhwwm i to k g tha inf you provida to us safe, and managing it in line
wrthdmwobcbonluws" OuvfullP'Nuypobcysavuabhwmaduthsm(pstukammdourm
as well as on our
cullecﬁngywrlriomaﬂon
‘Whan you apply to join tha stam call register, we collect your name, data of birth, athnicity, contact datails,
some information about your haalth, and a sampla to detarmina your HLA type. If you are a potantial
match and wa are unable to get in touch with you, we may contact your GP or alternativa contact.

Using and protecting your information
%mnhmmmmmwmmmmmm
unauthorisad access, modification or ge it in with our lagal
mporab&msu&rmplmmmmnm

Wa p soma of tha it data you have provided (a.g. information about your health,
uthrncnyandhsmtypo)whunyouhmgwnyourootmﬁodommordwﬁoaddyoubolhn
registar. This information holps us match you to patiants, and than get in touch with you if you came up
as a potantial match. Wa also use p ques (using your data, including sensitive
parsonal data) to decide how to communicate with you in ralation to your status as a potantial donor.
‘Wa will contact you if you have opted in to haaring news from Anthony Nolan - it’s up to you how you
racaive this information and you can unsubscribe at any tima. Howaver, wo will still contact you to
update your details and in rolation to your status as a potential donor.
Tomepummnwmdutmhndy“rdwmtbmwmlluwpmﬁng
tachniquas that take into
wrgdmﬁomﬂudpmymssvdaspubbdymlaﬂnhﬁswﬁymYmnriomubenmny
alzo be used if wa nead to rasp toany q or plai htyoumlnandbrmwrpom
wmprmﬂnmwuprmmm\ﬂuﬂ = and using, whare
possible, anonymised data.

a/pr Y

Sharing your Information
‘Wao will naver sall or pass on your personal information to third partios for thair own marketing
& purposaes. Wa may need to share your information with third partias to facilitate your status as a
potantial donor on the register, including using third party data tracing sarvices and publicly available
soun:ashomdummym.lriorm!bomﬂpboﬁhsowmhmnmmhwwwﬁm
bodias

acquire tha rights in us in a merger, acquisition or with law and/or
rogdabryenmnsmadorhooemptywﬂlanyhgaloﬁgvbonmmnot&nwfmanywwpwpow
to which you agree.
Thmpmmnuybobcﬁnduwhnmmﬂwwidwtnmﬂfwwﬂpnmylmmmyou
understand and fully agrea to the of p to these countries and partias.

‘Wa only maka thesa transfars whare we ara isfiod that adk lavels of p ion are

nplmtomwlmmmnﬁmmmumuhmwwﬂwmuaﬂhmm
compliance with applicable privacy laws.

mhnhgmlnvomuuon

The i you provide will be inad by us in with blo laws. Wa will take
mmﬂasﬂwm&sﬁww“nﬁywwﬁnﬂmrmhonmhddﬂnsmhwmdad
You will stay on tha Anthony Nolan stem call registar until you'ra 60 years old, unkass you wish to closa
your racord on the registar bafora that time. You can raquest copias of p that we
hold, as wall as datails of how wa usa it, at any time by contacting us diractly.

ANY QUESTIONS?
About joining the register

g Hymhunuqqnﬁnmumnm.‘mnﬁnnabmnmhmdlmg“mm“ﬁ
anthonynolan.org or email our taam at di upportc Yy org who will ba happy to halp.
About your data
lymhmwm&utdmmnaw&bmﬂmmﬂ-rﬁmnﬁuxywun
contact us at tha ‘Head Offica’ address balow, acmal If you hava a
complant about how we hava handled your p i yuummmmundmmltmhgnh
VUK, ‘o’ o ‘e’ sl o the regatessd charfy Anthorry Nolen (no. BOXTE n Englend end Wisks/ re. SCOSEIT -c y g

(compeny o 0I379200) et Arthomy Noln Tracing Limeisd, & Smvied compeny (compeny ro. 0ZSTI57)
Regirtarsd adcreax: The Aoyl Froee Howstsl, Pond Sireet, Harptesd, London, NWS 206G
e Offica: 3-3 Hasthgsts Plece, 75-87 AGincosrt Roect, NWS INU

oo, under ZEITNT Aty Nokar)

et ZARI 74D (Anthony Nokan Trecing Lisstac)
DOC4 Tota Approved by RS I VoS (Ca/2017)

D4.1
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Mr/Mrs/Miss/Ms/Mx/Dr  Date of birth ﬁ] E]:’QE]M W$m

I

I

M name
[TTTTTT I I I I T I I T TITTTTTITITITIT]
oc

cupation
[TT T T T OO I TTTITITIITITIITI]

I

[TTTT T T T T I IIITTITTITT]

I

[TTTTTTTTTITTIT] [TTTTTTIT]
number

Other contact

] LTI TITITITITITIT]

I

I

[TTTTT T T T I IIIITITITITITI ]

I

l

[TTTTTTI T ITI T T I I I IITITI 1]

[T T  (] [TTTTITTTITITITT]

[TTT T T T T I T T I T I T I T T I I T I I I ITITITIT ]

[T T T T T T T I T T I T I T T I T I ITTITT ]

LT TIJLLT Jphonenumberl [ [ [ I [T 1T TTTTT]
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1a What Is your height?
cammm[]hetandmmhs
2 Have ever been refused as a blood donor?
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b What Is your weight?
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3 Have e\ureosvedabloodtransn.slm’
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O I have road “What You're Signing Up To' and the ‘Privacy
Statoment’ on the previous pages, and undarstand and

to them. 1 MD the Anthomy
e B i

heakh, which | specifically consant o the use of); and

(mmmmaﬁmmmmwm
of which | specifically consent to the usa of.

1 'wil stay on tha register untll | 3m 60, unkess | ask for my datails
bb:::lw ™

that | may Y at any time, and
further datalis are provided on page 2 35 to how | can do so.
lunderstand that If you can't gat hold of me by phone,
O

amad or ketter contact detals from
S

1 you wil usa p
o iy g my data, 9

data) to with ma in

my status as 3 potential donor and | specifically consent

for you to do s0.

Tick tha baxes below to hear about our Ifes3ving work and how you can support patients. By doing 50 you're confirming that you've
raad and understood our Privacy Policy, which is avaiiable to raad 3t this evant. You can gat in touch to opt cut 3t any tima.

You can contact ma by: Emall [ | TextMessage [ | Phone [ | Post []

I give you my consent to put my name on the Anthony Nolan stem cell register.

[ Your signature

Jon LTI rodays datey
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GDPR ready website privacy policy for donors: https://www.anthonynolan.org/privacy-policy

Explanation provided by WMDA

Cwmpn

mching donees « serving petients.

Explanatory information on Data Use Agreements (DUAs) for organisations listing
donors/cord blood products in the global Search & Match Service

IIOTE This explanation is focused on the European Union (EU) privacy obligations in establishing

| privacy og (i.e, Data Use Agreements (DUA)). However, while this
,' specific EU requ and the need for o similor
g is across most I legol jurisdi
msumqummomnmmmmmwmmqmmm
with other similar dations. As WMDA p data on behalf of many global

and is in the Europ Area, WMDA has chosen to align its

DUA to comply with GDPR to ensure an global for all of its b
EXECUTIVE SUMMARY
A new EU privacy law, the | Data egul (GDPR), is set to replace the prior
EU Data Pr Di 95/46/ec, eff; May 25, 2018. GDPR establishes 2 harmonized
setolpmncy lorlhe' g" (perf of any “ " on | data,
for storage, erm)dmepmaldmd
Ewopenr&mwm'eprﬂmtmrdpnym gofp | data, GDPR d
significantly upon an ’'s ibility for g its third-party processing
activities and sets out specific rules for allocating bility b the orga and its
third-party data pr All WMDA b 8 that collect or process European

personal data will likely need to take action.

GDPR Article 28 requires that organisations must only use third party processors that can provide
“sufficient gu * in ensuring the protection of the privacy and rights of the data subject.
The p g directives b the and its third-party processors must be
governed by a binding contract. These contracts must direct and control the purpose of
processing, onward sharing of data, data subject rights, and other privacy and security

ig: to allow the r's p to be achi wﬂgabomcdumem
rights and freedoms of the data subject. This b and its third-
pmypmsmkmmdyaledamuaeummm(DM)Themumunhelnphcemd
Wammmmmmmmmnmmmm As noted above,
most countries have a similar principle in their privacy regul

International organisations listing donors/cord blood products have, at a minimum, two primary
data sharing arrangements that must be governed by the DUA described above. First, any
organisation listing its donors and/or cord blood units with WMDA, or receiving personal data via
WMDA, will need to a Listing org: ‘WMDA DUA. Further, any registry that is
sharing or receiving personal data directly from another registry, outside of WMDA, will likely

require a Registry-Registry DUA. A template of a Registry-Registry DUA is available for WMDA
members through WMDA Share. These WMDA-issued DUAs have been reviewed and approved

An association of members who share o
passion for domor core and strive to find the



Cwmbon

Cwmon

matching donors « serving patients

by legal counsel and determined to contain the necessary information to comply with the DUA
obligations of GDPR. Some organisations may also be using sub-processors (e.g., IT service
providers) as part of their operations to process European personal data. As the sub-processing
arrangements require similar gu. and legal agr registries may feel compelled to
i y any sub-pe ing and reassess their vendor agreements to achieve compliance.

INTERNATIONAL TRANSFERS OF PERSONAL DATA

Ing I, European p | data can be transferred to a third country only if certain conditions
are met by both the controller and processor. These conditions include: the third country has
achieved an “adequacy” designation (Art. 45); the organisation has taken upon themselves to
provide “appropriate safeguards” (Art. 46); or the data subject has explicitly consented to the
proposed transfer, after having been informed of the possible risks (Art. 49.1.a). As of this
writing, the European Commission has so far recognized Andorra, Argentina, Canada (commercial
organisations), Faroe Islands, Guernsey, lsrael, isle of Man, Jersey, New Zealand, Switzerland,
Uruguay and the US (limited to the Privacy Shield framework) as providing adequate protection.

As many WMDA organisations are not in a country with an adequacy designation, the DUA
templates provided by WMDA rely either on nt, or on the declaration of appropri

safeguards — specifically through a set of Standard Contractual Clauses preapproved by the
European Commission. These terms allow for the lawful export of European personal data in the
scenarios where the third-countries do not have an adequacy designation.

Today, you received a copy of the Data Use Agreement between WMDA and the listing entities
together with this information. You do not have to sign this copy. Next week, we will send out
the official Data Use Agreement by using DocuSign to collect your signature.

ADDITIONAL QUESTIONS

In case you have questions sbout the data use agreement, you can consult the members of the
Data Security Privacy Committee during the IDRC in Munich. You can ask for advice from 9-10:00
mnmezf'dlmhm‘sw.mlquaﬂommabobemwemllm
jorine koenderman @wmda.info.

This and the ¥ in it are not legal advice. GDPR is a complex principle-
based krw which is open to and also areas where Member States are permitted to
indude additional requirements 10 the core GDPR requirements. There is currently very limited guidance and
commentary on Artide 28 GDPR, and supervisory authorities and courts may take different views 10 those expressed
here. GDPR also creates significant complance risk introdudieg fines of up to 4% of ansual worldwide turmover for
the most serious breaches, as well as the risk of private clalens by data subjects for compensation. It is strongly
d that org: seek legal advice on how to prepare for GDPR, including in relation to the
al b data and data

An association of members who shore o
sion for domor care and strive to find the
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WISP Australian Registry

INFORMATION SECURITY POLICY

Document Authoriser

1. Purpose

The Australian Bone Marrow Registry (ABMDR) operates in a highly regulated environment, and all staff must
comply with legislation and applicable polices as determined by:

+ the Privacy Act 1988 (Privacy Act) and the Australian Privacy Principles (APPs)
+ EU General Data Protection Regulation 2016
+ other applicable Acts.

The Information Security Policy (this document) defines the controls to allow the ABMDR to:

. protect information from threats, whether internal or external, deliberate or accidental
. ensure all personnel are clear about their roles and responsibilities in using and protecting information
. effectively ge risks and impl t proportionate controls
. protect the grganisation from inappropriate use of information.
The ABMDR has adopted the international standard ISO 27001- Information Security Manag as its guide for

managing information security risks across the grganisation.

2. Scope
The policy applies to:
+ allof ABMDR
+ partners, suppliers, and service providers of information and technology assets to the divisions; and

+ external companies and organisations that the ABMDR divisions provide services to and receive services
from.

Employees should und; d that a breach to this policy may lead to disciplinary action, which may include
termination of employment. In addition, if an employee breaks the law they may also be personally liable for their
action.
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WISP Australian University

UNIVERSITY

ICT Information Mana_gement and Security of SOUTHERN
Policy

1 Purpose

To ensure that Information Security measures are in place, commensurate with their Information
Asset classification, to protect Information Assets, Information and Communication Technology
(ICT) Assets and Information Systems within the University ICT environment against
unauthorised use or accidental modification, loss or release; and assist the University mitigate
any damage or liability arising from the use of these Information Assets and Information
Systems for purposes contrary to the University's policies and relevant Regulatory Compliance
Instrument.

2 Scope
This policy applies to all Employees, Research Workers, University Members and Students

(hereafter referred to as 'users') who have access to the University's Information Assets and
related Information Systems.

21



Cwmpon

Example of NMDP

NMOP OUTLINE
1 GLOBAL STATEMENTS

PURPOSE

CODE OF CONDUCT AND BUSINESS ETHICS

GRANDFATHERING PROVISION

MAINTENANCE AND REVISIONS

EXCEPTIONS, VASIANCES AND RSK ACCEPTANCE
REGULATORY ACCRECKTATION BOUNDASIES

11
12
13
14
is

16

- ADDITIONAL INFORMATION AND ASSISTANCE

17

2 ROLE AND RESPONSIBRLITIES

3 GENERAL ACCEPTASBLE USE AND INFORMATION HANDLING POLICIES

31

ACCEPTABLE USE OF INFORMATION AND INFORMATION SYSTENE

SECURTY AND DATA PRIVACY AWARENESS AND TRANNG
INTELLECTUML RIGHTS AND COPRIGHTS

REMOTE OFFICE SECURITY EXPECTATIONS

CONSIDERATIONS FOR TRAVEL AND WORK IN PLBUC LOCATIONS

REPORTING INFORMATION SECURITY INCIDENTS

- INFORMATION CLASSIFICATION AND SHARING RESTRICTIONS

INFORMATION LAGELING

HANDUING OF SENSITIVE INFORMATION

o o 5 i i [ [ [

INFORMATION DISPOSAL

4 INFORMATION SECURITY PROGRAM
5 RISK MANAGEMENT POLICIES

51

RETENTION OF SECURITY RECORDS

REK ASSESSMENTS OF THISD PARTY SERVICE PROVIDERS

52

6 ACCESS MANAGEMENT POUCIES

61

ACCESS MANAGEMENT

62 USERID [ ACCOUNT TYPES

|~

. APPLICATION AND INFRASTRUCTURE SECURITY POLICIES

1 SECURE CONFIGURATION |HARDENNG) STANDARDS

APPUCATION AND DATABASE SECURITY

12

INFRASTRUCTURE SECURITY

13
14

SYSTEM MAINTENANCE AND PATOHNG

PUBLIC CLOUD SECURITY

AN
16

SYSTEM ACCREDITATION

& THREAT AND VULNERABILITY MANAGEMENT POLICIES

81 NVULNERASILTY SCANNING
82 SECURTY INODENT AND EVENT MANAGEMENT
9. RESILIENCY AND RECOVERY
1 PHYSICA AND ENVRONVENTAL PROTECTION
92 BUSINESS CONTINGENCY PLANNING
93 INFORMATION TECHNOLOGY DATA CENTER CONTINGENCY PLANNNG

94

INFORMATION TECHNOLOGY APPUCATION RECOVERY PLANNING

APPENDIX A: REVISION HISTORY

APPENDIX

DATA CLASSIFICATION AND PROTECTION MATRIX
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Example of ZKRD

Preamble

1 Basic principles

1.1 Scope of application

1.2 Definitions

2 Objective

3 Security policy principles

3.1 Standard orientation

3.2 Adequacy of objectives and measures
3.3 Provision of sufficient resources

3.4 Involvement of all employees

3.5 Information classification and protection
3.6 Life cycle of information systems

4 Information Security Organization

4.1 Information Security Management
4.2 Information Security Team

4.3 Information Security Officer

4.4 Information owners

4.5 Head of IT Development

4.6 Head of IT Services

4.7 All employees

5 Security measures

5.1 Personnel and organisational security measures
5.2 Technical safety measures

5.3 Data backup and prevention

5.4 Dealing with incidents

5.5 Continuous improvement of safety



